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that, as the Western allies apply sensitive technology in their space
programs, they will become more cautious in their exchanges with the
Soviets and more security conscious. It is likely, however, that the Soviet
and East European S&T collectors will continue to find the allies to be
inviting targets.

The USSR has begun to diversify its joint space programs for
political reasons and for greater flexibility in acquiring Western
technology. Termination of the US-Soviet planetary data exchange
program has led the Soviets to seek closer cooperation with the
European Space Agency (ESA), and Moscow is encouraging US scientists
to maintain contacts with their Soviet counterparts through West
European intermediaries. The USSR will be viewed as an attractive
partner by West European scientists to the extent that Moscow offers
programs of interest to them (such as lunar orbiters, a Mars chemical
analysis orbiter, and missions to the outer planets). The Soviets will gain
some propaganda benefit by presenting their programs as peaceful,
scientific explorations, and will cultivate the good will of the European
scientific community in order to gain access to new Western technol-

ogy.

We believe that joint programs between the United States and its
allies on the one hand, and between these allies and the USSR on the
other, will under current conditions serve as conduits for the increased
leakage of US technology to the Soviets. Our major concern with the
joint US-allied space station project is that it will involve a transfer of
US design know-how to the allies. As indicated by past performance,
Moscow probably will succeed in opening a channel into the space
station project through the allies and gain valuable insight into US
design concepts.

A number of countermeasures are available, some of which are
being applied by the United States and to a lesser extent by the allies to
protect sensitive technologies. Counterespionage efforts by the West
over the past two years have undoubtedly hurt Moscow’s clandestine
S&T operations. The West in this area has probably taken its most
effective actions against Soviet acquisition. As for trade, most key space-
related hardware is already controlled, and heightened awareness of the
technology transfer problem and current efforts in the enforcement of
export controls of COCOM should reduce diversions even if these
countermeasures are only partially successful. Similarly, the cooperative
efforts of law enforcement agencies against the relatively small number
of known diverters of technology to the Soviets could be stepped up,

and harsher penalties imposed.

A much more difficult area to control is technological transfer by
individual scientists meeting with their Soviet and East European
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counterparts. Western academic and scientific communities generally
underestimate or ignore the intelligence functions of Soviet and East
European students, engineers, and scientists and the potential for
technology loss through scientific exchange. Awareness programs,
visitor screening, and improved security procedures, including classifi-
cation when appropriate, would be effective in controlling technology
losses in this area.

The timely fulfillment of collection requirements is of central
importance because the USSR’s military and space R&D programs, for
the most part, include only those Western technologies that are
obtainable within the time constraints of its development plans. The
key, therefore, to impeding the introduction of new, more complex, and
capable Soviet space systems that require significant contributions of
Western technology is to increase the designers’ uncertainty that this
technology will be available at the time the pivotal development
decisions have to be made. A move to introduce more delay and
uncertainty into the data flow could impose on the Soviets—given their
practice of selecting proven technologies for applications early in the
development of new systems—a .greater expenditure of their own
resources, a loss in systems capability, or a delay in meeting their goals.
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