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DETECTING ANO COUNTERING THE FOREIGN 
INTELLIGENCE THREAT TO THE UNITED STATES 

Introduction 

Executive Order 12333, United States Intelligence Activities, 
provides t hat special emphasis be given to detecting and 
countering espionage and other threats and activities 
directed by foreign intelligence services against the United 
States. Successive National Security Council~directed 
assessments of the Hostile Intelligence Services Multi· 
disciplinary Threat and United States Countermeasures 
prepared by the intelligence community under the Director of 
Central Intelligence have demonstrated that these activities, 
both i n this country and abroad, pose an. increasingly signifi· 
cant threat. to our national security. The recent 1985 
Intelligence Capabilities Study concluded that the increasing 
numbers of hostile foreign nationals within the United States 
was seriously erodi ng the intelligence co111111unity's capability 
to re s pond to th i s threat. 

Re cent assessments have shown that hostile intelligence 
service s do not rely on a single collection t echnique to 
acquire seJ)sitive information and technology. Rather, they 
employ a wi.de range of methods including human sources, 
i magery, manned and unmanned satellites, aircraft, signal 
intelligence collection ships, acoustic sensors, o vert 
ground-based signal intelligence collection networks, and 
covert comrnunica tions intercept. Moreover, collect ion is 
not the onl.y threat; Soviet •active measures• include sub­
version, di sinformati on, and other clandestine activities 
inimical t o US interests. These assessments have generally 
concluded that US efforts to respond in a coordina ted way to · 
the multiplicity of hostile collection techniques which 
threaten u~; are insufficient compared to the need. 
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Although these estimates to date have proven to be valuable 
elements in gauging t he extent and nature of the foreign 
intelli9ence thr ea t, ,. there has been no c omprehensive 
assessment of our ab i lity to respond to this threat. 
Additional steps are necessary, and a review of t he objec­
tives , policies, organization, capabilities, r esource 
pr iorities, and vulnerabilities of the effo rts of the 
gove rnment to detect and counter thi s hostile threat in its 
totality is urgently needed. This NSSD establishes t e rms of 
reference for this review. 

Objective of the Review 

To W1dertake a comprehensive review of US capabi l ities to 
detec t, analyze, and counter the f oreign intelligence threat. 
This review will produce a National Security Dec ision Directive 
{NSDD) on Detecting and Countering the Foreign I ntelligence 
Threat to the Un ited States for consideration by the National 
Secur ity Council and decision by the President, as we ll as 
other reco111111endations fo r decisions to implement the objectives 
of the NSDD throughout the government. 

Scope 

The review shall assess, as a minimum, the fol lowing topics 
with regard to detecting, analyzing, and countering total ity 
of the foreig n i ntelligence threat: 

Overall US objectives. 

The adequacy o f the process and s tructure for 
de veloping US national polici~s designed to implement these 
objectives and the adequacy of long range planning e fforts. 

Intelligence collection capabilities necessary to 
detect and analyze all aspects, including espionage, "active 
mea sures," technical collection, and other activities. 

Capabilities necessary to counter this threat. 

Organizational and managerial fraJnewor~ for deter ­
mini ng the most effective application of budgetary and 
personnel resources. Usefulness of developing a subject/ 
t arget technique for consideration of this area. 

Methodology fo r 9augin9 the effec tiveness of these 
efforts . 
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Legal, 9uideline, s truct ural , and organi zational 
impediments t o achieving required capabi li tie s in these 
a r ea s . 

Strengths, vulnerabilities, and weaknesses i n r egard 
to pr otective security. objectives, pol icies, and organiza­
tion applic able to US Government agencies, US Government 
contractors, and private industry. 

The need to develop a centr al , all source counter ­
intelligence in fo rmation and analysis capability . 

It i s intended that the review focus on the strengths and 
weaknes se s of our capabilities to r espond to the threat, and 
as such it should draw upon previous a ssessments i n 
es tablishing the nature and source o f the t hreat , including 
the current mul tidiscipl inary assessment. 

Administ ration 

Management of the NSSD 2-82 review will be the responsi-
bility of an interagency review group chaired by the 
Director of cen tral Intelligence or his representative. 
The in teragency review group will re}:>ort its findings for 
National Security Council consideration not later than 
June 15, 1982. The interagency review group will include 
repre sentatives of the Departments of D:fense and Justice, the Central 
Intelligence Agency, the Federal Bureau of I nvest i 9ation , 
the National Security Agency, the Defense I ntel lige nce Agency, 
the Joint Chiefs of Staff, and the Assistant to the President 
for National Security Affair s, and others that the Director 
o f Central Intelligence may choose. 

kll matters relating to this NSSD will be c l assi f ied Top 
Secret. Dissemination of this NSSD, subsequent study 
material , and the re sultin9 draft will be handled on a 
str i ct need- to-know basis. 
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